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Introduction

Elliptic curves in cryptography

@ In 1985, Koblitz and Miller independently suggested the use of elliptic
curves in public key cryptography

@ The benefit of using elliptic curves in cryptography is that the keys are
much smaller than the keys in other systems

@ Several cryptographic systems are based on elliptic curves such as
The Elliptic Curve Diffie-Hellman (ECDH)

The Elliptic Curve Digital Signature Algorithm (ECDSA)

The Edwards-curve Digital Signature Algorithm (EdDSA)

The Elliptic Curve Integrated Encryption Scheme (ECIES)

KMOV and Demytko cryptosystems
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Introduction

Elliptic curves in cryptography

@ Let p be a prime number and F,, be the finite field with p elements.

o Let a,b € [Fp. An elliptic curve Ep(a, b) is the set of solutions of the
modular equation y? = x3 + ax + b (mod p) together with a special
point O, called the point at infinity.

@ In some systems, the prime number is replaced by a composite integer
of the form n = pq.

@ In some situations, it is required to use a solution Py = (xp, yo) of the
modular equation y? = x> + ax + b (mod p) where both |xg| and |yo|
are small.
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The new method

In this paper, we use Coppersmith’s method to find the small solutions
(x,y) of the modular elliptic curve equation

(Yo —i—y)2 = (Xo —i—x)3 +a(Xo+x)+b=0 (mod n),

where n is a positive integer with unknown factorization, a, b € Z/nZ are
fixed, and Xp, Yo are known parameters. The method is valid for
Xo = Yo = 0 with the equation y? = x3 + ax + b (mod n).
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Coppersmith’s method
@ Presented in 1996 by Coppersmith's to compute small roots of
bivariate polynomials f(x, y) over the integers, and small solutions of
univariate modular polynomial equations f(x) =0 (mod n).
@ The method is based on lattice reduction techniques.
@ Intensively used in cryptanalysis of some cryptographic systems such
as RSA.
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Lattice basis reduction

Let u1,...,un € R" be m linearly independent vectors where m and n are
two positive integers satisfying m < n. The lattice £ spanned by
{u1, ..., um} is the set of linear combinations of the vectors vy, -+, um

using integer coefficients
m
L= Za,-u,- | a; €7
i=1

The set {u1,...,um} form a basis for £, and dim(£) = m is its dimension.
When m = n, the determinant is equal to the absolute value of the
determinant of the matrix whose rows are the basis vectors uq, ..., um,
that is

det(L) = |det(us, ..., um)|
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Lattice basis reduction

If u=>"" aju; is a vector of L, then the Euclidean norm of u is

1

m 2

lull = (> _aF ) -
i=1

A lattice has infinitely many bases with the same determinant and it is
useful to find a basis with vectors of small Euclidean norms. However,
finding the shortest nonzero vector in a lattice is very hard in general.
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Lattice basis reduction
In 1982, Lenstra, Lenstra and Lovasz invented the so-called LLL algorithm
to reduce a basis.

Theorem 1.1 (Lenstra, Lenstra and Lovasz)

Let L be a lattice of dimension m. In polynomial time, the LLL-algorithm
outputs a reduced basis { b1, ..., bn} that satisfies, after rearranging the
norms

m _1
[b1]| < ||b2f| < 2% det(L)m-1.
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Lattice basis reduction

Howgrave-Graham reformulated Coppersmith’s technique and proved the
following result.

Theorem 1.2 (Howgrave-Graham)

Let f(x,y) € Z[x,y] be a polynomial which is a sum of at most w
monomials. Let N, xg, vo, X, and Y be integers such that

f(XO,yo)EO (mod N),
Ixo] < X, |yo] <Y,

N
f(Xx,Y) —.
00 Y9l <

Then f (xo, ¥0) = 0 holds over the integers.
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The main result

Let Xp, Yo, a, b and n be integers. If the equation
(Yo+y)>=Xo+x)>*+a(Xo+x)+b (mod n),

has a solution (xo, yo) with |xo|3y@ < n, then one can find xo and yg in
polynomial time.
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The main result

Proof of Main Theorem

Suppose that
(Yo+y)P’=Xo+x)>+a(Xo+x)+b (mod n),
has a solution (xp, yp). Consider the polynomial

f(x,y) = (Xo+x)* +a(Xo +x) + b— (Yo +y)*
:X3+3XOX2+(3X02+3)X*)/2 —2Y0y+Xg’ _ Y02+3X0 +b

Then f(xo,y0) =0 (mod n).
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The main result

Proof of Main Theorem

Suppose that
x|l <X =0, yw<Y=n

We mix Coppersmith's method with the extended strategy of Jochemsz
and May. Let m and t be two positive integers to be optimized later.
For 0 < k < m, define the polynomials

i =3k,

Gi' ) Jf Kpm=k ith

(6 y) =y FOoy )™ i {j_o,l,...,z(m_k)+t
i=3k+1,3k+2

HI i3k Jf k m—k ith ) )

ki y) = xET Gy TRt sy o m— k) 4 -2,
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The main result

Proof of Main Theorem

Let £ be the lattice spanned by the coefficients of the vectors
Gk7;7j(xX,yY) and Hk,,-J(xX,yY).
Set t = m7. Then

det(L) = n XX Y,

with
1
5(3T+4)m + o(m3),
ex g(3T+2)m + o(m®),
ey = %(37 +6T+4)m + o(m3),

while the dimension is w = 3(7 + 1)m? + o(m?).
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The main result

Proof of Main Theorem

Combing the LLL algorithm and Howgrave-Graham Theorem, we set

combining with

det(L) = n* XX Yer,

we get
—276° + (18 — 127)8 + 4v% + 4y — 3 < —8veq.
and
1 2
0< =37
3 3/
that is |xo[3y8 < n.
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A Numerical Example

A Numerical Example

We have implemented our method using Maple on a computer with
Windows 11 environment, and Intel(R) Core(TM) i5-8250U CPU 1.60
GHZ, 8.0 GO. Let us present the whole details of the method with a
numerical example. Consider the following parameters:

n = 3650174173313416490006734778062821233,

a = 756683154807978295876184055522467706,

b = 1296686456476938429625387225487816755,

Xo = 46222544894878157179178395056,

Yo = 32863537713312844398312781203967.

Our goal is to find the small solutions (x,y) = (xo, yo) of the elliptic curve
equation

(Yo+y)?>=Xo+x)*+a(Xo+x)+b (mod n).
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A Numerical Example

We take m = 4, and t = 1, and form the lattice £, with dimension w = 70.
Also, we take
X=Y= Ln%J — 20533487.
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A Numerical Example

A Numerical Example

We take m = 4, and t = 1, and form the lattice £, with dimension w = 70.
Also, we take

X=Y= Ln%J — 20533487.

By applying the LLL algorithm, we get a new basis with w polynomials. We
use the Groébner basis method and find the solution
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A Numerical Example

A Numerical Example

We take m = 4, and t = 1, and form the lattice £, with dimension w = 70.
Also, we take

X=Y= Ln%J — 20533487.

By applying the LLL algorithm, we get a new basis with w polynomials. We
use the Groébner basis method and find the solution

x = xp = 2114853, y = yp = 329043.

Both lattice reduction phase and Grébner basis technique took less than
283 seconds. We note that x3y3 < n, as required by the method.
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Conclusion

Conclusion

@ We have presented a method to find the small solutions (x, y) of the
elliptic curve equation

(Yo+y)?=Xo+x)>3+a(Xo+x)+b

in a finite field Z/pZ where p is a prime number, or over a finite ring
Z/nZ with a composite integer n with unknown factorization.

@ Our method is based on Coppersmith’s method.
@ Our method finds the solutions (x, y) if |x|3y? < p or |x|3y? < n.

@ The new method can be used to find the encrypted message in certain
cryptosystems based on elliptic curves such as EIGamal, KMOV,
Demytko and others, if the message is suitably small.
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Conclusion

Thank you for your
attention |
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